
State of Enterprise Cloud and 
Container Adoption and Security 

Companies are Quick to Embrace the Cloud, Slow to Secure It 



Foreword

General Electric was one of the early trailblazers for enterprise cloud adoption, and many 
lessons were learned the hard way as we migrated 9,000 workloads to public cloud. As the 
application transformation leader for GE, I led the transformation and migration of the 
corporate application portfolio as well as the transformation of nine individual businesses.

The many insights and trends presented in this report resonate with me from my experience 
at GE. One of the notable trends is the continued acceleration of cloud and container 
adoption. This trend is driven by the need for organizations to rapidly increase the speed of 
innovation, the shift away from traditional capital expense models to operational models, 
and the ability to drive global reach without increased latency.  Each of these have become 
required for the digitally enabled business model.

Critically, working at the “speed of cloud” means driving compliance and security at rates 
never conceived of by traditional IT models. Too often in the last eight years, I have seen 

breaches). This concern is shared by the many respondents of this survey, with a majority 

means treating all resources as potentially ephemeral, and utilizing proactive automation 

for cloud and container adoption in 2019.   
  
 Thomas Martin, Founder, BigCo. SmallCo.

 Thomas is a former CIO, and technology leader at the General Electric Company. 
 Thomas leads BigCo. SmallCo. whose mission is to enable enterprise clients to drive 
 disruptive innovation through the integration of startup-based technologies.

Executive 
Overview
Organizations have embraced 
self-service access to cloud 
and containers, use more than 
one public cloud, and have 
extended beyond IaaS to use 
serverless, hybrid cloud and 
containers. This complexity 
in combination with an 
increased rate of adoption is 

on the ability of security and 
risk professionals to keep up. 
Most companies still don’t 
fully understand the new 
security challenges relative 
to traditional IT, and have 
not properly invested in the 
people, processes, frameworks 
or systems needed to address 
them. To succeed, companies 
must invest from day one in 
building operational maturity 
so that they can reduce 
risk and truly enable an 
accelerated adoption curve to 
drive innovation.
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   Cloud Adoption and Security Implications
KEY FINDINGS

Companies are embracing self-service cloud access. 

73% 61% 58%

Most companies operate two or more public clouds. 

clouds creates more complexity to effectively maintain security and compliance.  

Enterprises are rapidly moving to the public cloud.  

have no plans to adopt cloud.  

On average                    of 
all companies' workloads 
run in the public cloud
 * Respondents estimated

40%

Self-Service Cloud Access by Provider:

* 



The public cloud tops enterprise security concerns. 

reported being moderately or highly concerned with IaaS security issues. The percentage of respondents moderately or highly 
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Data 
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44%
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28%
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25%
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18%

Automated
 Response 

11%

User Permission 
and Management 

36%

Cloud and Container Security Concerns
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Enterprises are unsure of risks in the public cloud compared to traditional IT.  

responses on cloud adoption rates--indicate that enterprises are eager to embrace the cloud despite not fully understanding the 
security risks. 

Companies struggle to understand how to operate in the shared responsibility model.  

organization’s cloud and container environments. Failure to implement standards creates opportunities for security breaches or 
regulatory violations.  

ANALYSIS

In evaluating the top security concerns of survey respondents, the public cloud received the highest rate of “highly concerned” 
responses. Other potential areas of concern like IaaS, serverless, containers and microservices all received responses to indicate 
these were of lesser concern. This suggests that while companies are aware of the risks associated with public cloud in general, 
most lack a robust understanding of all potential risks, especially for IAM and emerging technologies like containers and serverless. 

scale. Adding to this issue is the rapid adoption of self-service and multiple clouds, compounding the potential security and 

gaps. As other sections of the report demonstrate, there is more adoption of modern architectures like serverless, containers and 
microservices, but companies are not highly concerned because they don’t understand the full breadth of security issues at play.

Other results from this survey that indicate security issues of public cloud are not well understood by most organizations, includes 

for this question, whereas identity and access management scored surprisingly low considering how important it is for cloud, 

weren’t sure--again indicating a lack of understanding of the true risk.



Strategy & 
Economics 

Application 
Portfolio 

Assessment 

Application 
Migration 

DevOps CloudOps Not adopting 
public cloud

   Need to Innovate Driving Rapid Rate of 
   Adoption of Cloud and Container Services
KEY FINDINGS

Organizations are racing through the cloud adoption life cycle.  

Using a framework for Enterprise Cloud Adoption developed by Cloud Technology Partners, Inc., most respondents 

reached cloud operations maturity.  

Respondents' Cloud Maturity

27% 21% 46% 48% 36%11%



Enterprises plan to increase use of public cloud, but only for top players.  

Cloud Platform. For lower tier cloud providers, growth will be largely stagnant. Almost half of respondents said their use of 
DigitalOcean, Alibaba Cloud, IBM Cloud, or Oracle Cloud would stay the same or decrease.

For companies considering hybrid-cloud solutions, Microsoft Azure Stack is leading.  

Current reliance on containers is relatively low, but high growth expected.  

said their organizations plan to use containers and are in various stages of evaluating, implementing or optimizing containers.

ANALYSIS

and advanced architectures like containers, serverless and microservices--or they have plans to adopt these services within 

rapidly increasing adoption rates. This activity should be seen as a positive movement--however, when organizations do not take 
the needed steps of adequately protecting their environments, it leaves companies vulnerable to data leaks and other serious 
security risks. 
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   Dominant Players and 
   Noteworthy Trends in Adoption
KEY FINDINGS

AWS and Microsoft Azure lead the pack in terms of adoption.  

Primary Public Cloud Source    Secondary Public Cloud Source 

60%
15%

18%
14%

7%
9%

17%
11%

5%
8%

44%
24%

9%
16%

Microsoft Azure AKS
Kubernetes Engine 

Google GKE
Kubernetes Engine 

Cloud Service Providers
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Despite common industry perceptions, IaaS is alive and well. 

When asked to name the architectures their organization plans to use to build applications in 2019, more than half of respondents 

Kubernetes clearly dominates the container game and Amazon is the leading cloud platform for containers.  

©2019 DivvyCloud. All Rights Reserved.   •   divvycloud.com         Page 9

Container Orchestration Engines

Primary Container Orchestration Engine    Secondary Container Orchestration Engine

23%
13%

47%
14%

20%
16%

18%
14%

7%
9%

17%
11%

5%
8%

Docker Swarm

ANALYSIS

AWS and Microsoft Azure have pulled away from the rest of the pack in terms of adoption rates. Similarly, Kubernetes is the dominant 
player among containers, and AWS and MSFT are the clear winners in the cloud Kubernetes management. Also, because respondents 
had the choice of selecting more than one option as their organization’s primary container orchestration engine, the data shows that 
many organizations do in fact consider two or more such platforms to be “primary.”

Microsoft Azure AKS
Kubernetes Engine 

Google GKE
 Kubernetes Engine



About This Survey and Methodology

The survey respondents varied in job title from entry-level to the C-suite, and primary responsibilities spanned development, 
operations, infrastructure, architecture, security, compliance, governance, data and analytics, networking and others. Please see below 
for detailed demographics on company size and industry. Due to rounding and some questions where multiple answers were allowed, 
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Select Survey Demographics

 Company Size Respondents

 1-250

 251-1,000

 1,000-5,000

 5,001-10,000

 10,000+

 Industry     Respondents

 Financial Services

 Retail & Consumer Goods

 Manufacturing

 Health & Life Sciences

 Media & Entertainment

 Power & Utilities

 Oil & Gas

 Telecommunications

 Information Technology

 Software

 Aerospace & Defense

 Professional Services

 Education

 Other
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About DivvyCloud 

DivvyCloud is the leading provider of security and compliance automation for public cloud and 
container infrastructure.  Our extensible platform empowers organizations to securely embrace 
public cloud and containers, giving developers the freedom to innovate.  Customers like General 

remediation to achieve continuous security and compliance in Amazon Web Services, Microsoft 
Azure, Google Cloud Platform, Alibaba Cloud, Kubernetes, and other environments.    

Real-time Remediation 

Minimize risk with policy guardrails, including hundreds of out-of-box controls mapped to PCI 
DSS, SOC 2, CSA CCM, CIS Benchmarks, GDPR, NIST CSF, and more.

Prove Security and Compliance

applications, by proving governance to executives and auditors with dashboards and reporting.

Understand your security and compliance posture with comprehensive visibility into all your 
clouds and containers with a standardized asset inventory.

For more information and to start a free trial visit: divvycloud.com/get-started/


